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PROVISIONS APPLICABLE TO ALL PRODUCTS AND SERVICES  

1 PURPOSE  
The Service Provider publishes software dedicated to the providing of 
"Customer Relationship Management” and “Marketing Platform” 
(hereafter independently called as the “Product” and together as the 
“Products”) that are further described in Annex 2 and Annex 3. 

The present General terms and conditions (referred to as the “General 
Terms and Conditions”) are entered into between the Service Provider 
on the one hand, and any customer on the other (hereafter the 
“Customer”) where the Service Provider and the Customer are together 
referred to as the “Parties”.  

The purpose of these General Terms and Conditions is to define the rights 
and obligations of the Parties as well as the conditions of supply of the 
Products and services by the Service Provider. All orders placed by the 
Customer are governed by these General Terms and Conditions.   

This section contains the provisions applicable to all Products and 
services offered   
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ANNEX 1: Professional Services contains provisions specific to 
Professional Services. ANNEX 2 : Customer relationship management 
services contains provisions specific to Customer Relationship 
Management. ANNEX 3: Marketing platform contains provisions specific 
to Marketing Platform.  

In the event that the Customer has ordered third-party software in 
addition to the Product, only the articles of this section (with the 
exception of article 7) shall govern the marketing of said third-party 
Products between the Parties.  

2 DEFINITIONS 
Each of the following defined terms shall have the meaning as set out 
below: 

Adaptations: refers to specific settings adjustments and/or 
developments of the Product. The implementation of the Adaptations 
may be carried out by the Service Provider or by any Integrator certified 
by the latter.  

Cloud: means the hosting of the Solution on the Service Provider's 
infrastructure, the provision of access to the Solution, as opposed to “On 
Premise” mode.  

Code: means JavaScript code or other code provided by the Service 
Provider to Customer for use in connection with the Services. 

Commercial Proposal: means the final offer of the Service Provider as 
accepted by the Customer. This does not include commercial brochures 
or any other generic presentation documents, nor offers which are not 
finalized.  

Confidential Information means all information disclosed by a party 
(the “Disclosing Party”) to the other party (the “Receiving Party”), 
whether orally or in writing, that is designated as confidential or that 
reasonable should be understood to be confidential given the nature of 
the information and the circumstances of disclosure, such as Customer 
Data, as well as business and marketing plans, technology and technical 
information, product plans and designs, and business processes. 
Confidential Information shall not include any information that (i) is or 
becomes generally known to the public without breach of any obligation 
owed to the Disclosing Party; (ii) was known to the Receiving Party before 
receipt from the Disclosing Party; or, (iii) is received from a third party 
without breach of any obligation owed to the Disclosing Party. 

Content: means digital data, text, images, audio, video, software or 
similar content. 

Corrective Maintenance: means the service which consists of correcting 
anomalies and is described in the article 26. It covers at least the 
Standard anomalies and, optionally, the Specific anomalies. The scope is 
defined in the Commercial Proposal or the Purchase Order.  

Customer Data: means all Content that Customer (a) submit, collect, 
process, use or store via/in the Product; or, (b) cause to interoperate with 
the Product. Customer Data does not include any Content that the 
Service Provider makes available to Customer as part of the Service, such 
as Content that Efficy obtains from public and third party sources and 
Code. 

Essential function: designates a function whose use is material (at least 
20% of the time), whereby its absence significantly disrupts the overall 
operation of the application (induced work overload for the Users 
concerned of more than 50%) and that it affects a significant number of 
Users (at least 50%). 

Definition of the Customer’s needs: means any written document 
provided by the Customer in which the Customer may express its needs 
regarding the provision of the Services. 
Integrator: means a third-party company to whom the Customer has 
entrusted the creation of the Product Adaptations and the correction of 
any resulting Anomalies.  

Marketing Platform: means all of Service Provider’s web based 
marketing applications, tools and platforms that Customer has 
subscribed to by an Order Form or the Service Provider otherwise makes 
available to Customer, and developed, operated, and maintained by the 
Service Provider, as accessible via http://apsis.com or another 
designated URL, and any ancillary product and services that the Service 
Provider provides to the Customer (including but not limited to Code). 

On Premise: refers to the case in which the Customer hosts and operates 
the Solution, as opposed to Cloud mode.  

Order forms: means the Service Provider-approved form or online 
subscription process by which the Customer agrees to subscribe to the 
Services in accordance with these General Terms and Conditions. 

Product(s): refers to all software Products as marketed by the Service 
Provider.    

Project: refers to all Services aimed at adapting the Product to the needs 
expressed by the Customer by carrying out specific settings adjustments 
and developments.  

Purchase: refers to the case where the Customer purchases licences to 
use the Product.  

Purchase Order: means the quotes issued by the Service Provider or the 
Customer and signed or explicitly accepted by the Customer, or in the 
absence thereof, the financial terms and conditions contained in the 
Commercial Proposal signed by the Customer.  

Professional Services: help businesses overcome specific challenges 
through a dedicated project based on the Product, which may include 
training, implementation, integration or other related consulting 
services. 

Service(s): means the services as further described in detail under Annex 
1 to 3. 

Solution: means the Product(s) and its Adaptations (if any). 

Standard anomaly: refers to a functioning of the Solution that does not 
comply with the Standard Documentation. 

Specifications: means the functional and technical documents 
produced and validated during the Projects and which describe the 
Specific Settings and Developments to be carried out in order to provide 
the Solution.  

Specific anomaly: refers to a functioning of the Solution that does not 
comply with the Specifications of the Adaptations (anomaly originating 
from the Specific Settings or Developments). 

Specific Terms and Conditions: refers to the terms agreed in writing by 
the Parties that are added and superseding the provisions under the 
present General Terms and Conditions. 

Standard Documentation: means the documentation for the 
installation, use, administration and interfacing of the Product as well as 
the technical documentation. 

Subscription(s): Relate to (the abonnement to) all products or services 
sold by subscription by the Service Provider, like, and without being 

http://apsis.com/
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exhaustive: Cloud, Maintenance services and to the right to use the 
Product(s) for a period limited to the duration of the Subscription and in 
On Premise mode. 

Technical reference environment: refers to all the hardware and 
software components of the Customer's information system interacting 
with the Solution, such as the server components (except if hosted in the 
Cloud) (hardware, database server, application server, web server, 
messaging, etc.) and the tools on the user workstation (hardware, OS, 
browser, office automation, etc.).  

Third Party Products: means non-embedded products and professional 
services that are provided by third parties which interoperate with or are 
used in connection with the Services. 

Third Party Sites: means third party websites linked from within the 
Services. 

User: any individual identified to the Customer who has the right to use 
the Service Provider's Products and Services on behalf of the Customer 
and who have unique user identifications and passwords for the Product. 

Version : release of the software.  A new version represents the changes 
within a software offering that do not change the essential product, but 
rather increase functionality and fix problems. Each version of a piece of 
software that is released receives a software version number. 

3 CONTRACTUAL DOCUMENTS  
These General Terms and Conditions constitute the common legal basis 
applicable to all products and services offered by the Service Provider. 
Any deviation from these General Terms and Conditions shall be set out 
in Specific Terms and Conditions.  

The latest accepted Terms and Conditions supersede any previous 
contracts or agreements which the Parties have entered into. 

The contractual documents governing the relationship between the 
Parties are, in the following priority: 

1. The Project documents (if any) formally validated by the Parties. 
2. The Special Conditions (if any); and 
3. The Order Form(s) or the Service Provider’s Commercial 

Proposal(s);  
4. The present General Terms and Conditions and their annexes; 
5. Definition of the Customer’s needs where applicable; 

 

The contractual documents express the entire agreement of Parties 
(hereinafter the “Agreement”).  

 

4 FINANCIAL CONDITIONS 
Customer shall pay all fees specified in an Order Form or as otherwise 
agreed. The amounts stated in the Commercial Proposals or Purchase 
Orders are exclusive of tax and will be increased by applicable taxes.  

Payment under the Order Form is not dependent upon completion of any 
implementation or other services. 

Invoices are payable net and without discount within 14 calendar days of 
the invoice date. 

Any complaint relating to an invoice must be received by the Service 
Provider within 14 calendar days after invoice date. This right will lapse 
failing to do so on a timely manner.  

By express agreement and unless a deferral in time is requested and 
granted by the Service Provider in a specific manner, failure to pay on the 
due date of the invoices and a reminder will automatically and without 

prior notice (notwithstanding the termination clause) result in the 
immediate payment of all sums remaining due, regardless of the method 
of payment set out, and in the invoicing of late payment interest 
calculated at a monthly rate of 1% or the maximum amount according to 
the applicable law. Interest on arrears shall be calculated from the day 
following the due date of the invoice until the day on which the Provider's 
account is credited.  

In addition, in the event of late payment, the costs incurred for collection 
shall give rise to a fixed indemnity of 40 euros or calculated in accordance 
with the relevant legislation. If the collection costs incurred are higher 
than the amount of this fixed indemnity, additional compensation may 
be requested upon presentation of supporting documents The Customer 
shall automatically and without prior notice be liable for all collection, 
judicial and extra-judicial costs. 

The Service provider reserves the right to adjust the pricing of its services 
on an annual basis, effective on the anniversary date of this Agreement. 
Such annual price increases shall be no less than the increase in the Index 
as described under Annex 5, which shall serve as the minimum floor for 
the price increase. 

Unless otherwise stated in the Commercial Proposal or Order Form, 
travel and subsistence expenses are chargeable to the Customer on the 
basis of receipts. 

In the event that the Service provider introduces substantial upgrades or 
additions to the Services that significantly enhance their performance, 
functionality, or value, including, but is not limited to, the integration of 
new features, significant performance improvements, or comprehensive 
updates that considerably expand the Service's capabilities (the “Major 
improvement”) during the course of the year, the Service Provider may 
increase the fee in order to reflect the increase in functionalities. Major 
improvement refers to substantial upgrades or additions to the Services 
that significantly enhance their performance, functionality, or value.  

The Service provider shall notify the Customer of such increase during 
the term of the agreement at least 30 days prior to any upcoming price 
increase. The notification shall detail the effective date, the new pricing, 
and the nature of the major improvements prompting the price increase. 

For One Premise Customers, in case the Customer declines the Major 
Improvement in the course of the contract period, the Customer shall 
expressly notify its willingness of not enforcing such Major and the price 
will remain valid until the anniversary date, at which date the new 
improvement and price will automatically apply 

The Service Provider may update its General Terms and Conditions from 
time to time upon notification by the Service Provider to the Client.  

The updated terms and conditions shall become effective immediately 
upon notification to the Client. In the absence of express acceptance, 
continued use of the Service provider 's services after thirty (30) days 
following the notification will constitute acceptance of the updated 
General terms and conditions. Subscriptions 

5 SUBSCRIPTIONS  
5.1 Financial and billing conditions  

Subscriptions are subject to the fees as specified in the Commercial 
Proposal or Order form. 

This fee is invoiced in advance for a period of one year unless otherwise 
specified in the commercial offer. 

5.2 Term and termination  
Each Subscription takes effect on the date indicated in the Commercial 
Proposal or Order Form for a duration specified in the Commercial 
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Proposal or Order Form. It will be tacitly renewed for successive periods 
of equivalent duration.  

By default, the term of each Subscription is one year. 

Any Party wishing to terminate or downgrade a Subscription must notify 
the other Party by any means. Nevertheless, any subscription will be 
subject to termination by a registered letter with acknowledgment of 
receipt. Unless otherwise stated in the Order Form or Service Provider’s 
Commercial Proposal, any termination must take place with a notice of 
at least 2 months before the end of the period in question.  

5.3         Description of the Subscriptions  
In the case of Cloud Subscriptions and Subscription, the Customer 
subscribes to the right to use the Products for the duration of the 
Subscription. 

A description of the services provided under the Subscriptions is set out 
in Annex 2 and 3.  

5.3 Third-Party Products  
 The Customer has the possibility to order third party products through 
the Service Provider or directly through a third party. The Customer is 
aware that such third-party products are provided by a third party under 
third party terms and conditions, meaning that the Service Provider does 
not support or make any guarantee whatsoever regarding the 
functionalities, availabilities or quality of such third-party product.  

6 Purchase  
The purchase of licences grants the Customer a right to use the Product 
for the entire duration of the copyright. 

6.1 Delivery 
For on premise orders, the Service Provider shall deliver to the Customer 
a copy of the object code software programs and the Standard 
Documentation within 5 days of the order. The source programs are not 
communicated to the Customer. 

6.2 Additional services 
The Customer is advised that it must have subscribed to a Maintenance 
(or Cloud) Subscription if it wishes to use the Service Provider’s services. 
The latter reserves the right to refuse any intervention if the Customer 
does not hold one of these Subscriptions at the time of the request for 
intervention. 

7 INTELLECTUAL PROPERTY  
7.1 Scope of the right of use 

The Customer retains all right to the Customer Data and Efficy shall only 
use the Customer Data in accordance with this Agreement and otherwise 
in order to fulfil its obligations to Customer and/or to exercise its rights 
under this Agreement. 

With Customer’s prior written consent, Efficy shall be entitled to disclose 
the fact that Customer is a paying customer of Efficy and to use 
Customer’s name and logo (in accordance with Customer’s guidelines) to 
identify Customer as a customer of Efficy on Efficy’s websites and in other 
promotional and marketing material. 

All property rights, intellectual property rights and other proprietary 
rights relating to the Products & Services performed by the Service 
Provider (including, but not limited to, Products, Cloud Services, 
Adaptations, Standard Documentation, source codes, systems, 
programs, databases, reports, methods, interventions, discoveries, 
know-how, etc.), including amendments, innovations, improvements, 
modifications, additions, extensions, derivatives thereof, are and shall 
remain the exclusive property of the Service Provider.  

These General Terms and Conditions do not imply the transfer of any 
intellectual property rights to the Customer, subject to the granting of 
certain rights by the Service Provider to the Customer which shall be 
subject to an explicit written agreement between the Parties. Any 
deviating provisions in this respect shall be governed by the terms of the 
contract entered into between the Service Provider and the Customer. 

The Service Provider shall own all suggestions, recommendations, 
improvement or enhancement request or other feedback provided by 
Customer or User(s) regarding the Services, Product and Solution, and 
where applicable the Customer hereby makes and/or undertakes to 
make all assignments and take all reasonable acts necessary to 
accomplish the foregoing assignment to and ownership by the Service 
Provider. 

For the periods defined herein, the Service Provider grants the Customer 
the personal, non-exclusive and non-transferable right to use the 
Products identified in the Order Form, under the object code.  

The Customer may only use the Product for its own business. 

The Customer shall not, directly or indirectly, (i) modify, decompile, 
disassemble or reverse engineer the Subscription Service or attempt to 
discover the code and/or underlying structure, ideas or algorithms of the 
Subscription Service or any software, data or documentation related to 
or provided with the Subscription Service; (ii) modify, translate or create 
derivative works based on the Subscription Service; (iii) access or use the 
Subscription Service to build (or support or assist a third party in 
building) any product or service competing with the Subscription 
Service; (iv) in any way transfer or encumber rights to the Subscription 
Service; or (v) sublicense, sell, transfer, assign, distribute or commercially 
operate the Product.  

The Service Provider might offer artificial intelligence features as part of 
the Services. The Customer acknowledges that the use of these features 
may involve the processing of data and the generation of outputs that 
may be subject to intellectual property rights. The Service Provider shall 
not be held responsible for any intellectual property infringement that 
may arise from the Customer’s use of these features, whether directly 
attributable to the functionality itself or the Customer's use thereof. The 
Customer agrees to indemnify and hold harmless the Service Provider for 
any claims, damages of liabilities arising out of such infringement. The 
Service Provider reserves the right at its own discretion to suspend or 
limit access to the artificial intelligence features in case of unreasonable 
or unfair use of the artificial intelligence features by the Customer and is 
entitled to proceed with price increase depending on the utilisation rate 
of the artificial intelligence features. 

The right of use shall mean the right: 

• to execute the functionality of the Product as described in the 
Specifications; 

• to carry out interface the Product with third party applications 
via our API; and 

• to authorise third parties to access the Products with a 
designated User on an ad hoc basis. 

7.2 Infringement and guarantee of peaceful enjoyment  
The Service Provider warrants that it owns the intellectual property 
rights or has the necessary authorisations to market the Product. The 
Service Provider guarantees to the Customer the peaceful enjoyment of 
the rights granted to it on the Products it publishes.  

Each Party shall indemnify and hold the other Party harmless against any 
action or claim based on infringement of (any third party) intellectual 
property right, unfair competition or commercial freeriding, aimed at 
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restricting or prohibiting the use of the Product covered by the 
Agreement, provided that: 1) the affected Party has notified the other 
Party within a reasonable time of the action or claim; 2) the other Party 
has been able to defend its own interests as well as those of the affected 
Party freely and at its own expense, and the affected Party has 
cooperated loyally in such defence by providing, in a timely manner, all 
the elements necessary to carry out such defence; 3) the affected Party 
accepts that the other Party may negotiate the withdrawal of the 
claimant at its own discretion except that the affected Party may not 
settle any claim unless it unconditionally releases the other Party of all 
liability; and 4) the dispute relates to an element of the Product.  

In the event of a ban on the use of all or part of the elements for which the 
rights have been assigned, the Service Provider shall endeavour (at its 
option): either to obtain the right for the Customer to continue to use the 
element concerned at no additional cost to the Customer; or to modify 
the Product in order to avoid infringement; or to provide a replacement 
solution; or (only in the case of Purchase) to reimburse the Customer a 
part of the sums already paid for the Product, taking into account the 
time during which the Customer was able to use the Product.  

The Customer acknowledges that all these actions taken separately 
constitute sufficient compensation. 

8 SUSPENSION OF SERVICES 
In the event of non-payment of undisputed invoices, the Service Provider 
may suspend the services after a period of 15 calendar days without 
effect. 

If the Customer has not paid in full the amounts due within 15 calendar 
days, the Service Provider may suspend all services until the amounts 
due have been paid in full, including interest on arrears. This suspension 
shall not result in any change in the price set or in the application of any 
penalties by the Customer. 

If Customer’s Customer Site or use of the Services (i) is being subjected 
to denial of service attacks or other disruptive activity; (ii) is being used 
to engage in denial of service attacks or other disruptive activity; (iii) is 
creating a security vulnerability for the Services or others; (iv) is 
consuming excessive bandwidth; or, (v) is causing harm to the Service 
Provider or others, then the Service Provider may, with electronic notice 
to Customer, suspend all or any access to the Subscription. 

In addition, the Service Provider may suspend the services at any time if 
their use proves to be illegal, and/or likely to jeopardise the overall 
quality of its services (for example and in a non-exhaustive manner: 
sending spam, defamatory remarks or documents, violation of personal 
rights, attempted hacking, attempted interception of voice messages, or 
messages of a promotional nature commonly known as "junk mail", 
breach of public order or morality, etc.). 

9 TERMINATION FOR FAULT  
Each Party may terminate the Services (Subscriptions and Projects) by 
registered letter with acknowledgement of receipt in the event of failure 
by the other Party to fulfil its obligations hereunder and without this 
failure being remedied within 30 calendar days after formal notice, 
subject to any damages to which it may be entitled. All services rendered 
will remain due. 

The Service Provider is authorized, without any demand or notice of 
default being required, to terminate the Agreement with immediate 
effect, without judicial or arbitral intervention, if:  

a) by or with regard to the Client, (provisional) suspension of payments 
or bankruptcy is applied for or granted;  

(b) a considerable part of the assets of the Customer or goods made 
available by or on behalf of the Customer are seized and this seizure is 
not lifted within a short term;  

(c) the business of the Customer is wound up or the Customer ceases its 
present business, or if that Customer is a legal entity, the ownership 
relations in that legal entity change substantially, or it is dissolved;  

(d) use of the Product in violation of the intellectual property rights 
granted by the Service Provider. 

(e) the Customer otherwise fails to meet any other obligation under the 
Agreement, in full and/or on time;  

f) in all cases sub a) to d), always without prejudice to the Service 
Provider's right to compensation 

The Customer shall be entitled to terminate the contract if the Service 
Provider repeatedly and seriously breaches it or is guilty of wilful 
misconduct in the performance of its obligations under the contract. 

If the contract between the Service Provider and the Customer is 
terminated, with or without the application of the right of termination 
described in these General Terms and Conditions, the Customer loses the 
right to demand that the Service Provider fulfil its obligations under the 
terminated contract. 

10 LIABILITY  
The following stipulations allocate liabilities between the Service 
Provider and the Customer; the agreed prices reflect this allocation of 
responsibilities and the resulting limitation of liability. 

The Customer declares that it is fully aware that the Product may have 
technical malfunctions or may not function fully and continuously.  

The Customer shall have no recourse against the Service Provider for 
minor changes to the services and/or products if these are technically 
necessary or result from technical, technological, production and 
aesthetic developments. This applies on the condition that these 
changes do not affect the specific and essential functional and external 
characteristics for the Customer.  The Service Provider undertakes to 
inform the Customer thereof in writing.   

The Service Provider shall not be liable for loss of profits, loss of revenue 
whether or not resulting from interruption of the Customer's business, 
loss of customers, operational damage, loss of information or any direct 
or indirect damage suffered by the Customer arising from the services or 
products on a contractual or tortious basis, except to the extent that such 
damage results from gross negligence, fraud, wilful misconduct or wilful 
breach of duty by the Service Provider. The Service Provider shall not be 
liable for any damage resulting from the quality of the Customer's 
internet connection or any malfunction of the Customer's workstation, 
including but not limited to hardware and/or software not complying 
with applicable specifications (including updates). The Service Provider 
shall also not be liable for defects caused directly or indirectly by the 
Customer or a third party, whether by error or negligence, nor for services 
performed by a third party without the Service Provider's express 
consent. 

In On Premise mode, the Customer undertakes to make regular backups 
of its data (at least daily) to minimise any damage which might be caused 
by data loss.   

In all circumstance, the Service Provider's liability shall be limited to 60% 
of the amounts invoiced by the Provider and paid by the Customer in the 
12 months preceding the incident excluding any fees paid for SMS/MMS 
credits 
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The Service Provider certifies that it is insured with a reputable insurance 
company for all liabilities it may incur under the Agreement and upon 
request undertakes to provide the Customer with a certificate.  

The Customer agrees to indemnify and defend the Service Provider 
against all actions, expenses, damages, losses, liabilities or costs arising 
out of or in connection with the Customer's breach of its obligations.  

Failure by the Customer to comply with a material obligation (including 
failure to comply with the Service Provider's instructions [including 
manuals] and any legal or other requirements) shall relieve the Service 
Provider of its liability. 

The Customer acknowledges and agrees that Third Party Sites and Third 
Party Products are not under the Service Provider control and that, if 
provided, Third Party Sites and Third Party Products are provided only as 
a convenience. The availability of any Third Party Site or Third Party 
Product does not mean the Service Provider endorse, support or warrant 
the Third Party Site or Third Party Product and the Service Provider 
disclaims all liability (on behalf of itself and its licensors) with respect to 
Third Party Products that the Customer may use in connection with the 
Subscription Service. 

The Customer is liable for any acts and omissions taken by the User. 

11 FORCE MAJEURE 
Neither party shall be liable for any default or delay in the performance 
of its obligations under this Agreement if such default or delay results 
from unforeseeable causes beyond its reasonable control. The party 
claiming to be affected by such force majeure event shall immediately 
notify the other party in writing and each party shall use reasonable 
efforts to mitigate the effect of the force majeure event. 

Insofar as such cases continue for a period exceeding one (1) month, the 
Parties agree to enter into discussions with a view to finding an 
agreement. If no agreement or alternative is possible, the contract may 
be terminated by the Party whose obligations are not affected by the 
force majeure event. 

The following are considered to be cases of force majeure, without this 
being restrictive: strikes, uncertainties specific to the Internet, acts of 
computer hacking which could not be avoided by the security measures 
agreed between the Parties, act of war, hostility or sabotage, or electrical, 
internet or telecommunication outage that is not caused by the obligated 
party and that cannot reasonably be overcome. 

 

12  SEVERABILITY 
The possible invalidity of one of the provisions of these General Terms 
and Conditions or part of a provision does not affect the applicability of 
the other provisions and/or the rest of the provision. In the event that any 
provision is invalid, the Service Provider and the Customer shall, to the 
extent possible and to the best of their knowledge and belief, negotiate 
in good faith to replace the invalid provision with an equivalent provision 
that corresponds to the general spirit of these Terms and Conditions.  

 

13 LACK OF WAIVER  
The fact that one of the Parties does not insist on the performance by the 
other Party of any of the provisions of these General Terms and 
Conditions shall not be construed as a waiver by that Party of its right to 
assert that provision, right or remedy. 

 

14 BALANCE CLAUSE  
These General Terms and Conditions are considered by the Parties to be 
balanced. These General Terms and Conditions shall therefore always be 
interpreted taking into account the concrete circumstances of the 
collaboration. 

15 PROTECTION OF PERSONAL DATA  
15.1 General information  

The Parties will comply with all applicable personal data protection laws, 
including, but not limited to, the European Regulation (EU) 2016/679 of 
27 April 2016 on the protection of individuals with regard to the 
processing of personal data and on the free movement of such data 
("GDPR"). This includes the obligation to inform data subjects in 
accordance with Articles 12 to 14 of the GDPR and to have a legal basis 
for processing personal data. 

The role of the Service Provider (controller or processor) with respect to 
personal data processed in the context of the execution of the General 
Terms and Conditions is specified either below or in its privacy policy. 

15.2 The Service Provider as sub-contractor    
Where the Customer provides personal data to the Service Provider in the 
context of its use of the Subscribed Service, Subscriptions, the Solution 
and/or any add-ons, and requests the Service Provider to process 
personal data on its own behalf for the sole purpose of providing the 
Customer with the Subscribed Service, Subscriptions, the Solution 
and/or any add-ons, the Customer shall act as a data controller in the 
processing of such personal data and the Service Provider shall act as a 
data processor (as defined by the GDPR). 

In this respect, the Service Provider undertakes to guarantee the 
confidentiality of the personal data that may be processed in the context 
of the services and to ensure that the persons authorised to process such 
personal data are bound by an appropriate obligation of confidentiality 
of legal or, failing that, contractual origin, and receive the necessary 
training in the protection of personal data. 

The conditions under which the various processing operations are 
carried out by the Service Provider as a subcontractor (within the 
meaning of the GDPR) are described in Annex 4 of these General Terms 
and Conditions in accordance with Article 28 of the GDPR. 

15.3 The Service Provider as data controller   
In the context of these General Terms and Conditions, the Service 
Provider may also process the Customer's personal data as a data 
controller. This personal data may be processed for the following 
purposes:  

-  Administration and management of the relationship with the 
Customer; 

- In the context of and during the contractual and pre-
contractual relationship with the Customer ; 

-  When the Customer contacts us by email, post, telephone or 
any other communication channel, e.g. in order to answer any 
questions/requests;  

-  Management of complaints, after-sales service and 
guarantees; 

-  Carrying out sales and marketing activities; 
-  The development of business statistics; and 
-  Where the processing is necessary for the establishment, 

exercise or defence of legal claims. 
 

In the event of subcontracting within the meaning of the GDPR, the 
Service Provider is obliged to appoint a subcontractor who complies with 
the GDPR and takes adequate technical and organisational measures to 
ensure the proper processing of personal data. 
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The Customer can find further information on the processing of their 
personal data, as well as the exercise of their rights (e.g. the right of 
access, rectification, deletion, opposition, etc.), in the "privacy policy" 
accessible on the Service Provider's website. The Customer can always 
contact the DPO by email at: privacy@efficy.com.  

16 CONFIDENTIALITY  
 The Receiving Party shall (i) protect the confidentiality of the 
Confidential Information using the same degree of care that it uses with 
its own confidential information of similar nature (but not less than 
reasonable care); (ii) not use any Confidential Information for any 
purpose outside the scope of this Agreement; (iii) except as otherwise 
authorized by the Disclosing Party in writing, limit access to Confidential 
Information to those of its employees and contractors who need that 
access for purposes consistent with this Agreement and who have signed 
confidentiality agreements with the Receiving Party containing 
protections no less stringent than those herein. Upon notice to the 
Disclosing Party (to the extent notice is legally permitted), the Receiving 
Party may disclose Confidential Information if required by mandatory 
law, regulation or legal process. 

Upon a written request from the Disclosing Party, the Receiving Party 
shall promptly return or destroy any Confidential Information (excluding 
Customer Data, which will be deleted in accordance with the annex 4). 

Notwithstanding anything to the contrary, the Service Provider shall 
have the right to collect and analyse data and other information relating 
to the provision, use and performance of various aspects of the Product 
and related systems and technologies (including information aggregated 
from Customer Data and data derived therefrom), and the Service 
Provider shall (during and after the term of the Agreement) be entitled to 
(i) use such information and data to improve and enhance the Product 
and for other development, diagnostic and corrective purposes in 
connection with the Services; and, (ii) disclose such data solely in 
aggregate or other de-identified form in connection with its business. No 
rights or licenses are granted except as expressly set forth herein. 

17 NON-SOLICITATION 
During the term of the Agreement as well as one (1) year after its 
termination, the Customer is not permitted, either directly or indirectly, 
to employ or otherwise, directly or indirectly, without the Service 
Provider's prior written permission, to have employees of the Service 
Provider who have been involved in the execution of the Agreement work 
for them, or to approach them in any way, on pain of an immediately 
payable penalty of EUR 50,000 (in words: fifty thousand Euros) per 
violation of this prohibition. 

18 ASSIGNMENT  
All or part of the rights and obligations between the Parties may not be 
transferred or assigned by a Party to a third party unless the Parties agree 
otherwise in writing.  

However, each Party remains free to assign or transfer all or part of its 
rights and obligations hereunder to a company in its group without the 
prior consent of the other Party, subject to informing the latter. 

19 SETTLING OF DISPUTES 
Except in cases of urgency, the Parties acknowledge that they will make 
their best efforts to favour amicable solutions in any deadlock situation.  

In the event of deadlock, the Party with an interest in the matter shall 
refer the matter to the other Party by registered letter with 
acknowledgement of receipt for the purpose of attempting to reach an 
amicable settlement. 

If no amicable settlement is reached within (1) month, the Party with an 
interest in the matter may bring the matter before the competent court.  

20 LAW - MEDIATION AND JURISDICTION 
20.1 General provisions 

20.1.1 Except in the cases provided for under articles 20.2 and 
following, the Agreement is governed by Belgian law, and in any case 
only the English language version of the present contract shall be 
deemed authentic for the purpose of its interpretation, as well as for 
the proceedings. This article 20 in its entirety will remain in force 
notwithstanding all instances of expiry or termination of the 
Agreement.  

20.1.2 In the event of a disagreement arising out of or in connection 
with the performance or interpretation of the Agreement, and in 
every case provided for under articles 20.2 and following, the parties 
agree to enter into discussions and to try to reach an out-of-court 
settlement of their dispute, firstly by conventional means. 

20.1.3 If the mediation process fails the dispute will be settled via the 
relevant jurisdiction and according to the applicable law as provided 
in this agreement.   

20.1.4 If the mediation process fails and if the financial stake of the 
dispute is less than an amount of 10.000€ excluding taxes, the 
dispute may be brought only before the competent court of 
BRUSSELS, BELGIUM, or any other court provided for under articles 
20.2 and following, notwithstanding multiple defendants or appeal 
in warranty.  

20.2 When the Customer’s registered office is in France or in Monaco: 

This Agreement shall be governed by French law, the language used 
in the proceedings shall be French. The competent Court  shall be the 
one of PARIS, FRANCE.  

20.3 When the Customer’s registered office is in Sweden, Denmark, 
Norway or Finland 

This Agreement shall be governed by Swedish law. The competent 
Court (cf. article 20.1.4) shall be the one of MALMO, SWEDEN. The 
language used in the proceedings shall be English. Termination 
under article 5.2 shall be made by email to the following address 
sales@efficy.com. 

20.4 When the Customer’s registered office is in the Netherlands: 

This Agreement shall be governed by the law of the Netherlands. The 
competent Court (cf. article 20.1.4) shall be the one of 
HERTOGENBOSCH, NETHERLANDS. The language used in the 
proceedings shall be English. 

20.5 When the Customer’s registered office is Asia: 

This Agreement shall be governed by the law of Hong Kong. The 
competent Court (cf. article 20.1.4) shall be the one of HONG-KONG.  
The language used in the proceedings shall be English. 

  

https://www.efficy.com/privacy-policy/
mailto:privacy@efficy.com
mailto:sales@efficy.com
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ANNEX 1: PROFESSIONAL SERVICES 

 
This annex and all that is stated herein only applies for the Professional 
Services as specified in the Commercial Proposal. 

21 PRODUCT IMPLEMENTATION PROJECTS 
21.1 Definition 

The Service Provider generally procure the Project on the basis of a 
specification provided by the Customer for a provisional budget and a 
defined provisional schedule. The precise description of the Project may 
change during the course of the Project, subject to the written agreement 
of the Parties. The Service Provider is the project manager.  

21.2 Implementation methodology 
Projects generally comprise four stages: scoping (definition of needs by 
the Customer, study of the adequacy between these needs and the 
possibilities of the standard Product), development (realisation of 
Adaptations), acceptance and production launch. The start of a stage can 
only take place after formal validation of the previous stage. The details 
of the stages are defined in the project methodology or the QAP. 

21.3 Obligations of the parties  

21.3.1 Obligations of the Customer 
The Customer undertakes to: 

• Express its needs precisely and comprehensively through a 
number of reference documents, emails and working meetings; 

• Providing a precise description of its IT environment and 
organisation, which is of substantial importance; 

• Provide the Service Provider with the means (office, 
documentation, means of communication, etc.) necessary for 
the proper performance of the mission when the services take 
place on the Customer’s premises; 

• Respect deadlines, in particular for the validation of 
documentary and application deliverables; 

• Consult with the Service Provider without delay in order to deal 
with any unforeseen situations or situations requiring 
arbitration; 

• Participate in the work by allocating the necessary quality and 
quantity of internal resources; 

• Systematically consult with the Service Provider and thoroughly 
examine its recommendations so that the choices and trade-offs 
can be optimal, both in terms of the number of charging days 
and the price and duration; 

• Systematically favour standard solutions offered by the 
Products over adaptations; 

• Process the data to be loaded onto the Product in accordance 
with the instructions given by the Service Provider and to keep 
them available to the Service Provider in accordance with the 
Project schedule. These data preparation and formatting 
operations are critical to the achievement of the acceptance and 
the completion of the Project and are of substantial importance; 
and 

• Provide general management of the Project, in its capacity as 
project manager. 

21.3.2 Obligations of the Service Provider 
The Service Provider undertakes to:  

• Guide the Customer throughout the project and providing it with 
recommendations adapted to the needs expressed; 

• Implement the technical means and adequate personnel to 
ensure the execution of the work entrusted to it. The Service 
Provider alone shall determine the means of achieving this; 

• Notify the Customer of any absence, in particular due to holidays 
or training, of its personnel assigned to the execution of the work 
as soon as it becomes aware of such absence; and 

• Implement the means to meet the milestones of the provisional 
schedule agreed in the Provider’s Commercial Proposal. 

21.3.3 Common obligations  
Each Party undertakes to: 

• cooperate in good faith and to provide the other Party with all 
useful information, documents and data necessary for the 
proper performance of the services; 

• designate a single contact person who is the only one entitled to 
represent it in relation to the other Party and to take any 
decision concerning the Project: and 

• attend the Project monitoring meetings.  

21.4 Adaptation Guarantee 
 

The Service Provider guarantees that the Adaptations it has made 
comply with the Specifications. Unless otherwise stated in the 
Commercial Proposal or Purchase Order, the Service Provider 
undertakes to correct any Specific Anomaly free of charge during a 
warranty period of 2 weeks as from the date of going into production. For 
an Adaptation workload of 20 days or more, the warranty period is 
extended to 2 months 

 

21.5 Invoicing 
Unless otherwise stated in the Commercial Proposal or Purchase Order, 
the invoicing terms are as follows: 

• 40% upon signature of the Purchase Order; 

•  balance on completion: on the last day of each month, the 
Service Provider invoices the Customer on the basis of the time 
spent by the members of its staff.. 
 

22 DIRECT LABOUR PROJECTS – DELEGATION OF STAFF OR 
TECHNICAL ASSISTANCE  

22.1 Definition 
The Service Provider provides resources to the Customer. The Customer 
is the project manager for the services provided and for the project 
management methodology as further described under this article 22. 

22.2 Obligations of the parties  

22.2.1 Obligations of the Customer  
The Customer undertakes to: 

• Manage the resources at its disposal; 

• Alert the Service Provider in the event of a problem (attitude, 
lack of competence, commitment, etc.) 

22.2.2 Obligations of the Service Provider  
The Service Provider undertakes to provide the resources defined 
according to the agreed availability in order to ensure the execution of 
the services entrusted to it.  

Wherever possible, the Service Provider shall avoid changing the 
personnel assigned to the performance of the services. In the event that 
a replacement is nevertheless deemed necessary, it shall ensure that the 
worker is replaced by a new worker with at least equivalent competence 
and experience and with the Customer’s approval.  
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As the Service Provider is not the project manager for the services, it is 
bound by an obligation of means. In its capacity as a professional, it 
undertakes to provide the Customer throughout the duration of the 
services, with all the advice and warnings necessary to achieve the 
objective sought by the Customer. 

The Service Provider shall send the Customer monthly invoices in arrears 
together with a detailed description of the work performed.  

22.3 Financial and billing conditions  
The Service Provider shall invoice the Customer on the basis of the time 
spent by the members of its staff made available to the Customer, the 
hourly rate of which shall vary according to the qualification in 
accordance with the Purchase Order and/or the Commercial Proposal.   

22.4 Change or termination of benefits  
The Service Provider must be notified of any changes to the schedule or 
cessation of the services ordered with one week’s notice per month of the 
total duration of the service, without this exceeding six weeks. Any 
service not cancelled in time will remain due.  

23 PREPAID SERVICES  
The Customer may purchase professional services time credits to be used 
for interventions not covered by the subscriptions subscribed to, by 
purchasing a: 

Service Card: credit that the Customer can use to request the provision of 
Adaptations and assistance, advice, etc. The Customer can pre-purchase 
pre-paid services.  

Support Service Card: credit of hours that the Customer can use to 
request minor Adaptations.  

Unless otherwise specified in the Order Form, Service Cards are valid for 
one year from the date of purchase. 

If Customer decides to purchase Recurring Professional Services, such 
services will be considered part of Customer’s subscription and will be 
renewed in a yearly basis, unless differently agreed by the Parties in the 
Sales Proposal. 

Unless otherwise agreed, all Professional Services will be performed 
remotely and on an hourly basis only. 

The Customer will be invoiced at the order. When these time credits are 
exhausted, the Service Provider will inform the Customer and the 
Customer may place a new order.  

24 TRAINING  
The Provider delivers three types of training.  

Inter-company training: the training takes place at the Provider’s 
premises or online, via a platform administered by the Provider. Training 
dates are regularly scheduled. The Service Provider will provide the 
training catalogue upon request of the Customer. The cancellation or 
postponement of a training registration by the Customer must be 
notified to the Provider at least 7 calendar days prior to the training date. 
After this period, the Customer shall owe the Service Provider the full 
amount of the training. 

In-company training: the training generally takes place at the Customer’s 
premises, and potentially at any other physical or virtual location. The 
cancellation or postponement of a registration for a training course by 
the Customer must be notified to the Provider at least 48 hours in 
advance. After this period, the Customer shall owe the Service Provider 
the full amount of the training course.  

E-learning training: the Internet platform is made available to the 
Customer in the form of a subscription, allowing access to self-service 

educational content, under the supervision of a platform administrator 
trainer. 

Additional provisions between the Parties concerning this article are 
included in the commercial proposal or the order form 

The Customer shall carry the cost for booked meeting(s) and/or 
session(s) regarding Professional Services, if such booked meeting(s) 
and/or session(s) has not been rescheduled or cancelled with seven (7) 
days prior notice. Notwithstanding such notice, the Customer shall carry 
non-refundable costs relating to accommodation and travel expenses in 
connection with such booked meeting and/or session. The Service 
Provider will share training’s requirements with the Customer as part of 
the training program. Customer is responsible for communicating 
contact information of training participants to the Service Provider. The 
Service Provider reserves the right to refuse training participants if they 
do not fulfil the training’s requirements.   
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ANNEX 2 : CUSTOMER RELATIONSHIP MANAGEMENT SERVICES 
 

This part describes the services provided by the Service Provider in 
relation to the Subscriptions taken out.  

25 CLOUD SUBSCRIPTION 
The Cloud Subscription includes: 

• A right to use the Products; 
• Hosting of the Solution on the Provider's infrastructure and 

provision of access to the Solution; 
• The performance of backups; 
• Corrective maintenance services; and 
• The availability of new versions of the Product. 

25.1 Hosting and access to the solution  

25.1.1 Availability  
The Service Provider undertakes to provide any User with an Internet 
connection with remote access to the Solution installed on the Service 
Provider's servers. 

The Customer is fully aware that access to the Solution does not depend 
solely on the Service Provider, who remains dependent on its suppliers 
or those of the Customer, including but not limited to external Internet 
network managers, publishers of third-party software integrated into 
the Solution or associated with them, or manufacturers of servers on 
which the Solution is installed, etc. 

The Service Provider undertakes to ensure an availability of 99.9% per 
year, excluding the planned updates necessary for the proper 
functioning of the Solution. The Service Provider will inform the 
Customer (by any means) of planned updates, including a message on 
the homepage of the Product. 

The 99.9% annual service level is calculated for a given year using the 
following formula:  

  M - I
 M

 

M: total minutes in a given year 

I: total minutes of downtime in a given year  

In case of total or partial inaccessibility of the Solution, the Service 
Provider undertakes to deploy its best technical and human efforts to 
restore the service as soon as possible, if necessary, by proposing to the 
Customer an alternative and temporary solution if the inaccessibility 
cannot be restored in its initial form within 4 working hours after its 
declaration.  

25.1.2 Storage space  
There is no limit to the amount of storage space available to each 
Customer, provided that the Customer makes reasonable use of the 
service and only stores data and documents directly related to its 
business. 

25.2 Backups 

25.2.1 Characteristics of backups  
The Service Provider makes backup copies of the Customer's data 
according to a schedule defined with its Host and in compliance with the 
rules of the art.  

25.2.2 Return of data  
The Customer is able to retrieve all the data processed on its own at any 
time during the performance of the Agreement.  

Upon termination or expiration of this Agreement, the Service Provider 
shall make the Customer’s data available for transfer in a commonly 
accepted standard format. A standard format refers to widely recognized 
and accessible file formats that ensure compatibility and ease of use 
across different systems and platforms, such as CSV (Comma-Separated 
Values), JSON (JavaScript Object Notation), XML (eXtensible Markup 
Language), or other similar formats agreed upon by both Parties. This 
sending will be invoiced at €200 excl. VAT per dispatch. The available 
technology depends on the Product. Should the Customer require the 
data to be provided in a format other than the standard formats 
mentioned above, or need any additional specific work related to the 
reversibility of the data (e.g., custom data transformations, integrations, 
or extensive data cleaning), such work shall be subject to a separate 
written agreement between the parties. The terms, conditions, and fees 
for any specific work shall be mutually agreed upon in writing before the 
commencement of such work. 

25.2.3 Reversibility  
The Service Provider may provide Customer with,  

- A standard extract of the Customer Data 
- A specific extract of Customer data  

Additional training and documentations can be part of a reversibility plan 
defined by the Parties. 

The Customer has a period of 30 days from the date of termination of the 
service to request the return of the data. The Service Provider shall delete 
the hosted data within 180 days of the end of the contractual 
relationship. 

25.2.4 End of Cloud subscription contract 
The Customer acknowledges and agrees that at the end of the contract, 
the Service Provider shall delete the Customer's data, access to the 
services, and environment.  

 

26 CORRECTIVE MAINTENANCE  
26.1 Reporting an Anomaly to Support  

An Anomaly is: 

1. blocking if it completely prevents the use of an essential Function 
of the Solution;  

2. disturbing if it requires the use of a workaround to perform the 
function or if it blocks the use of a non-essential function; and 

3. minor if no functionality is affected. 

For blocking anomalies, the Customer shall provide the mobile number 
of the declarant and of the person in charge and shall undertake to be 
available 24/7 while the anomaly is being resolved. 

 Procedure if the Customer does not have an Integrator  

The Customer shall contact Support on the email address 
support@efficy.com and categorise the Anomaly (blocking, disturbing or 
minor), without prejudice to the possibility for the Service Provider to 
modify this categorisation. 

Access to the support is open 5/7 from 8.30 am to 6 pm.  
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By exception, the support for the products marketed under  Perfect View 
CRM and Tribe references, is accessible  during week days (5/7)  from 8.30 
am to 5.30 pm.  

Unless otherwise specified in the Commercial Proposal or Order Form, 
access to support for a version of the Product is reserved for personnel 
certified at least for the "Administration" part of the version in question.  

Before contacting support, the Customer undertakes to check that the 
point requiring support is covered by its Subscription, that it is not 
dependent on a setting made by himself and that the answer to its 
questions is not contained in the documentation made available to it.  

For each support request, the Customer shall describe precisely to the 
Service Provider the characteristics of the Anomaly found and the way to 
reproduce it.  

The Customer undertakes to react as soon as possible to any request for 
information made by the support. The deadlines specified at 26.2 shall be 
suspended until the Service Provider has obtained all the information 
requested.  

Procedure if the Customer has an Integrator  

The Customer will contact its Integrator who will act as a "one-stop shop" 
and will transfer the request to the Provider's support if the Anomaly is 
due to the Product.  

26.2 Service Level Agreement  
The Service Provider undertakes to take care of the declarations of 
Anomalies to the support within the following deadlines.  

 Blocking 
anomalies 

Disturbing 
anomalies 

Minor 
anomalies 

Processing 
deadline 

1 h 4 h 8 h 

Recovery time 2 d 5 d NA 

Processing deadline: The time within which the Service Provider 
undertakes to mobilise staff to deal with the Anomaly.  

Recovery time: The period of time within which the Service Provider 
undertakes to correct the Anomaly or provide a workaround. The period 
ends when the Service Provider delivers to the Customer or its Integrator 
the elements to be put into production or the information allowing to 
restore the service.  

These deadlines run from the moment the Anomaly has been declared by 
the Customer or by its Integrator in the conditions defined above and 
from the moment the Service Provider can access the environment 
reproducing the problem. The deadlines are also interrupted when the 
Service Provider is waiting for a response from the Customer. The 
deadlines are expressed in working days / working hours over the 
support opening period defined in the Commercial Proposal or the 
Purchase Order.  

26.3 Intervention terms 
Interventions are carried out remotely. If the Customer does not 
authorise remote access or if remote access does not allow the incident 
to be reproduced or analysed, the Service Provider will propose an on-
site intervention. Transport time and any travel and accommodation 
costs are to be borne by the Customer and are not included in the 
calculation of the time taken to take over and restore the service. 

26.4 Important: safety of the intervention  
The Customer shall ensure that it provides the Service Provider with only 
those accesses to its systems that allow the Service Provider to operate 
and no others. It will also ensure that such access is revoked once the 
intervention is completed. 

26.5 Correction of Anomalies on old versions  
The Service Provider undertakes to provide corrective maintenance on 
previous versions for 36 months from the release of the version and 
provided that the reported Anomaly has not been corrected on a more 
recent version. After this period, or if the Anomaly has been corrected in 
a more recent version, the correction of the reported Anomaly will be 
invoiced at the rates in force on the day of the intervention and without 
any time commitment. 

26.6 Exclusions  
The corrective maintenance service does not include any training, 
adaptation, integration, assistance in using the Product, assistance in 
making Adaptations, advice, or telephone assistance other than those 
described herein. In addition, Anomalies are not covered if they result 
from: 

use of the Solution that does not comply with the Documentation or the 
Specifications or with the instructions given during the training provided 
by the Service Provider; 

adaptations or interfacing with another program or Product made by the 
Customer or a third party;  

the modification by the Customer of an element of its Technical 
Reference Environment, if the Service Provider has not formally indicated 
beforehand that the Product would be compatible with the new element 
; and 

And more generally from a cause external to the Solution: method of 
making queries; method of making reports; reinstallation of the server; 
configuration of software external to the Applications (Microsoft Office, 
Acrobat, etc.); configuration of the network on the user workstations; 
configuration of anti-virus software on the user workstations. 

The services generated by such requests will be invoiced separately at 
the rates in force on the day of the request. 

27 SUBSCRIPTION (WITHOUT HOSTING)  
This Subscription includes: 

A right to use the Products ; 

The corrective maintenance service described in article 26; and 

The provision of new versions of the Product. 

28 SUBSCRIPTION TO THE CORRECTIVE MAINTENANCE SERVICE 
This Subscription only includes the corrective maintenance service 
described in article 26. 

It is offered to Customers who have acquired Products and who are in On 
Premise mode.  

It includes the provision of new versions of the Product. 

29 AVAILABILITY OF NEW VERSIONS OF THE PRODUCT 
The Subscription or Cloud subscription, as well as the subscription to the 
corrective maintenance service, include the possibility of benefiting from 
new versions of the Product free of charge without buying new licences.  
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These new versions include improvements in functionality and technical 
developments. The Service Provider will take into account the regulatory 
developments in the field of Customer relationship management and 
personal data.  

The implementation of a new version is subject to specific pricing, 
established on request by the Customer. 

30 SUBSCRIPTION TO THE SETTINGS ADJUSTMENT MAINTENANCE 
SERVICE  

The Subscription to the settings adjustment maintenance service 
includes the possibility of benefiting from an anomaly correction service 
extended to the settings adjustments performed by the Service Provider. 
This subscription is subject to specific pricing, established on request by 
the Customer.  

The subscription to the settings adjustment maintenance service only 
applies to settings adjustments performed by the Service Provider. 

31 SUBSCRIPTION TO THE "UPDATES INCLUDED" SERVICE 
The Subscription to the "updates included" service, also known as 
'Serenity', includes the possibility of benefiting from an update service 
for the Product. This service includes the existing Adaptations; it excludes 
any verification tests of the updated software as well as any training on 
new proposed functionalities. 

In addition, and in all cases, any new adaptations or modifications to 
existing adaptations desired by the Customer in the course of an update 
will be subject to an estimate of additional services to be paid for by the 
Customer.  

This subscription is subject to specific pricing, established on request by 
the Customer.  

The subscription to the "updates included" service only applies to 
integrations and settings made by the Service Provider. 

32 CHANGE OF PERIMETER 
If the Customer wishes to reduce the number of Users for a given 
Subscription, it may proceed through the Product Functionality when 
available, or shall inform the Service Provider 2 months before the 
Subscription renewal date. The Service Provider’s approval is required 
for Customers receiving commercial discounts on the Product.   

The use of the Product for archiving purposes through a user back-up 
upon the Cloud is not permitted. 

In the event of an increase in the applicable scope during the 
Subscription period (orders for licences for new products, increase in the 
number of Users for the existing product), an invoice will be issued by the 
Service Provider, pro rata to the time remaining until the end of the 
Subscription period. The change will be applied to the period following 
the request.  

33 INTELLECTUAL PROPERTY  
In addition to the article 7 the right of use shall mean also the right: 

• For On Premise infrastructure, to install and use the Products on 
the Technical Reference Environment; 

• to carry out Adaptations 

It is reminded that the Service Provider might offer artificial intelligence 
features as part of the Services. The Customer acknowledges that the use 
of these features may involve the processing of data and the generation 
of outputs that may be subject to intellectual property rights. The Service 
Provider shall not be held responsible for any intellectual property 
infringement that may arise from the Customer’s use of these features, 

whether directly attributable to the functionality itself or the Customer's 
use thereof. The Customer agrees to indemnify and hold harmless the 
Service Provider for any claims, damages of liabilities arising out of such 
infringement.  
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 ANNEX 3: MARKETING PLATFORM 

 
This annex and all that is stated herein only applies for the Marketing 
Platform as specified in the Commercial Proposal or Order Form. 

34 MARKETING PLATFORM 
34.1 Limitations 

The Marketing Platform is provided as a SaaS and it is not possible to 
order any Adaptations. It’s only available as a Subscription or as an add-
on module to the CRM.  

34.2 Limited Warranty 
The Service Provider warrants that the Marketing Platform will under 
normal use and circumstances perform substantially and materially in 
conformance with the applicable Order Form and the description on 
www.apsis.com. 

The Customer acknowledges and accepts that the Service Provider may 
at any time implement new versions and upgrades of the Marketing 
Platform (including adding or deleting features or functions), but the 
Service Provider will not make changes that materially reduce the 
functionality of the Marketing Platform provided to the Customer during 
the term of this Agreement. 

Except for the express warranties set forth in this section the Services are 
provided on an “AS IS” basis and with all faults. To the furthest extent 
permitted under applicable law, the Service Provider expressly disclaims 
and excludes from this all other conditions, terms and/or warranties of 
any kind with respect to the Services, whether express or implied, 
including without limitation any conditions, terms and/or warranties for 
merchantability of the Services and/or for the fitness of the Services for a 
particular purpose and/or the correspondence of the Services to any 
description and/or that the Marketing Platform and API will be 
uninterrupted and/or error free and/or completely secure. The Customer 
acknowledges that there are risks inherent in Internet connectivity that 
could result in the loss of privacy, confidential information and property. 

34.3 SMS/MMS 
SMS/MMS credits shall be valid for use during a period of twelve (12) 
months from the date of purchase. Service Provider reserves the right to 
adjust prices and SMS/MMS credits required for each recipient country 
with seven (7) days prior notice, due to changes in the cost for SMS/MMS. 

If the Customer has activated inbound SMS functionality, any payment 
for inbound SMS related to the Customer’s account and transferred from 
the relevant SMS-operator, and after deduction of such operator’s 
applicable fees, will be transferred further to the Customer on a monthly 
basis when Service Provider has received the transaction amount from 
the SMS-operator. 

34.4 Customer’s obligations 
The Customer shall only use the Marketing Platform in accordance with, 
this Agreement, applicable laws and regulations, including those related 
to spamming, direct marketing, privacy, data protection, intellectual 
property, consumer and child protection, pornography, obscenity and 
defamation, the Standard Documentation. The Customer shall be 
responsible for the Users’ acts and omissions and it is Customer’s 
responsibility to ensure the security of Users’ passwords and equipment 
used to access the Marketing Platform. 

The Customer shall not (i) use the Marketing Platform in any manner that 
damages, disables, overburdens, or impairs any of Efficy’s websites or 
interferes with any other party's use of the Marketing Platform; (ii) 
attempt to gain unauthorized access to the Marketing Platform; (iii) 
access the Marketing Platform other than through Efficy’s interfaces; (iv) 
use the Marketing Platform to submit, collect, process, use or store credit 

or debit numbers, personal financial account information or similar 
identifiers, physical or mental health condition or other sensitive 
information subject to regulations, laws or industry standards designed 
to protect data privacy and security; or, (v) use the Marketing Platform for 
any purpose or in any manner that is unlawful or prohibited by this 
Agreement. 

All emails sent via Efficy’s email send service shall (i) have clear 
information about the sender, such as contact information, in the form of 
phone numbers and addresses, within the email or available via link; (ii) 
have a subject line that is not intended to mislead the recipient with 
respect to the content of the emailing; (iii) upon three (3) hard bounces 
automatically move the relevant email addresses to the Opt-out-all list; 
(iv) contain an unsubscription link to give the recipient the opportunity 
to unsubscribe (without passwords and similar functions); and, (v) in all 
other respects comply with applicable laws, regulations and industry 
standards and this Agreement. The Customer shall ensure that all 
recipients have explicitly agreed to receive email/SMS/MMS direct 
marketing (including the subject matter thereof) correspondence from it 
and that subscribers who unsubscribe from a mailing list will not receive 
any further messages. 

34.5 Upgrades 
Subscriptions with volume restrictions (including but not limited to 
maximum subscribers, email send limit, website visits, API or other 
applicable limits, which are generally specified in the Order Form) will be 
automatically upgraded and charged according to the then current price 
when the maximum level for the current account is exceeded. Once the 
upgrade is done, the volume levels cannot be decreased during the 
current term. The Customer may decrease the volume levels prior to the 
next renewal of the term by giving the Service Provider written notice of 
such decrease no later than two (2) months before the end of the current 
term. 

34.6 Customer Data 
The Customer retains all right to the Customer Data and Efficy shall only 
use the Customer Data in accordance with this Agreement and otherwise 
in order to fulfil its obligations to Customer and/or to exercise its rights 
under this Agreement. 

Upon termination of the term, the Customer will not have access to the 
Marketing Platform and the Service Provider will permanently delete and 
destroy the Customer Data in accordance with the Service Provider’s 
standard procedures for deletion of data, which inter alia includes (i) that 
the Service Provider reserves the right to permanently delete and destroy 
all copies of the Customer Data the day following the last day of the term; 
and, (ii) that the Service Provider will, unless otherwise required by 
mandatory applicable law, permanently delete and destroy all copies of 
the Customer Data within a reasonable timeframe, taking into account 
the back-up and administrative procedures applied by the Service 
Provider from time to time. It is the sole obligation of the Customer to 
ensure that it possesses all necessary back-up of the Customer Data that 
it desires to retain when this Agreement is terminated. 

During the term of the Agreement, the Customer may import, export, 
download and delete all Customer Data from the Marketing Platform as 
put forth in the Standard Documentation. If the Customer requires 
assistance in managing Customer Data, the Customer shall provide a 
written request to the Service Provider no later than (fifteen) 15 days 
prior to the end of the term. Assistance will be provided against an 
administrative fee. 

Unless otherwise agreed, the Service Provider reserves the right to delete 
behavioural data (e.g. profile events, clicks/opens etc..) and tracked links 
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stored in the Marketing Platform according to the applicable technical 
documentation.  

34.7 Support 
the Service Provider will, as part of the Marketing Platform, provide the 
Customer with standard user support at no additional cost. Support for 
the Marketing Platform shall be available during normal business hours 
08:15-17:00 (CET) and, for Customer’s having its registered address in 
Asia-Pacific, 09:00-18:00 (HKT). Support will be available on days when 
commercial banks are open to the general public (in Sweden and Hong 
Kong, respectively). 

If the Service Provider, on Customer’s request and on behalf of the 
Customer, manage the Customer’s account, make changes to the 
information in Customer’s account or manage the Customer’s sending, 
the Service Provider shall solely do so based on the Customer’s 
instructions and under the Customer’s responsibility. The Service 
Provider shall always rely on the Customer that the information and 
instructions provided by the Customer are correct and in compliance 
with this Agreement. 

34.8 Availability for APSIS ONE 
The Service Provider undertakes to provide any User with remote access 
to APSIS ONE installed on the Service Provider's servers. 

The Customer is fully aware that access to APSIS ONE does not depend 
solely on the Service Provider, who remains dependent on its suppliers 
or those of the Customer, including but not limited to external Internet 
network managers, publishers of third-party software integrated into 
APSIS ONE or associated with them, or manufacturers of servers on which 
the Solution is installed, etc. 

The Service Provider undertakes to ensure an availability of 99.9% per 
year, excluding the planned updates necessary for the proper functioning 
of APSIS ONE and any permitted downtime. The Service Provider will 
inform the Customer (by any means) of planned updates, including a 
message on the homepage of the Product. 

The 99.9% annual service level is calculated for a given year using the 
following formula:  

  M - I
 M

 

M: total minutes in a given year 

I: total minutes of downtime in a given year, excluding any permitted 
downtime  

Permitted downtime means any of the following: 

a) Inoperability due to any scheduled or emergency 
maintenance (occurring during a Scheduled Maintenance 
Period or Emergency Maintenance Period); 

b) Problems caused by the Customer; 
c) Problems caused by software or hardware not provided or 

controlled by the Service Provider; 
d) Problems due to force majeure events as described in the 

Agreement; 
e) Problems due to acts of omissions of Customer, its agents, 

employees or contractors; 
f) Problems due to defects in software provided by the Customer 

that Efficy could not have discovered through the exercise of 
reasonable diligence prior to the failure; 

g) Problems due to the Customer's failure to implement changes 
in equipment or software reasonably recommended by Efficy 

as essential to maintaining service levels following a Customer 
directed change in the operating environment; 

h) Inoperability due to a Customer driven increase in demand for 
system resources that has not allowed Efficy a reasonable 
time to accommodate, and; 

i) Problems due to operation under a disaster recovery plan. 

If during any full calendar month of the term of the Agreement, the Actual 
Uptime Percentage is lower than 99.9%, the Service Provider shall 
provide the Customer with a service credit equal to any charged amount 
for such period. The service credit shall be paid against future fees.  

Any credits provided pursuant to this Agreement will constitute the 
Service Provider’ sole liability and Customers sole and exclusive remedy 
for any failure to achieve an Actual Uptime Percentage of greater than 
99.9%. To receive a Service Credit, the Customer must submit a claim by 
contacting Account Manager. The credit request must be received by 
Efficy within 3 calendar months after which the incident occurred, and 
must include the words “SLA Credit Request” in the subject line.  

In case of total or partial inaccessibility of the Solution, the Service 
Provider undertakes to deploy its best technical and human efforts to 
restore the service as soon as possible, if necessary, by proposing to the 
Customer an alternative and temporary solution if the inaccessibility 
cannot be restored in its initial form within 4 working hours after its 
declaration.  

34.9 Suspension 
In addition to what is otherwise agreed under this Agreement, the Service 
Provider  reserves the right to immediately suspend Customer’s access to 
the Marketing Platform (i) if the Customer uses or has declared its intent 
to use any Service in violation of this Agreement, any laws or regulations 
or if the Services are used for activities regarding racism, nazism, fascism, 
pornography, spam and purchased email addresses/mobile telephone 
numbers, pyramid schemes or similar activities; (ii) for use of the Service 
Provider’s email send service that results in more than ten (10) per cent 
hard bounce per mailing event, SPAM complaints in excess of five (5) per 
thousand per domain and mailing event, have less than five (5) per cent 
in open rate per mailing event or cause blacklisting due to unsolicited 
sendings; or, (iii) for Customer Data that infringes or is alleged to infringe 
on the intellectual property rights of any third party. 

34.10 Professional Services 
Customer shall carry the cost for booked meeting(s) and/or session(s) 
regarding Professional Services related to the Marketing Platform, if such 
booked meeting(s) and/or session(s) has not been rescheduled or 
cancelled with seven (7) days prior notice. Notwithstanding such notice, 
Customer shall carry non-refundable costs relating to accommodation 
and travel expenses in connection with such booked meeting and/or 
session. 

Customer shall also carry the cost for any travel time that is necessary. 
The cost for such travel time is the consultant’s normal rate. 
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ANNEX 4: PROCESSING OF PERSONAL DATA BY THE PROVIDER AS A 
PROCESSOR 

SECTION	I	

Clause	1	

Purpose	and	scope	

(a) The purpose of these Standard Contractual Clauses (the Clauses) is to 
ensure compliance with article 28(3) and (4) of Regulation (EU) 
2016/679 of the European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, 
and repealing Directive 95/46/EC (General Data Protection 
Regulation). 

(b) The controllers and processors listed in the Order Form have agreed 
to these Clauses in order to ensure compliance with Article 28(3) 
and (4) of Regulation (EU) 2016/679. 

(c) These Clauses apply to the processing of personal data as specified in 
Annex 4a. 

(d) Annexes I to III are an integral part of the Clauses. 

(e) These Clauses are without prejudice to obligations to which the 
controller is subject by virtue of Regulation (EU) 2016/679. 

(f) These Clauses do not by themselves ensure compliance with 
obligations related to international transfers in accordance with 
Chapter V of Regulation (EU) 2016/679. 

Clause	2	

Invariability	of	the	Clauses	

(a) The Parties undertake not to modify the Clauses, except for adding 
information to the Annexes or updating information in them. 

(b) This does not prevent the Parties from including the standard 
contractual clauses laid down in these Clauses in a broader contract, 
or from adding other clauses or additional safeguards provided that 
they do not directly or indirectly contradict the Clauses or detract from 
the fundamental rights or freedoms of data subjects. 

Clause	3	

Interpretation	

(a) Where these Clauses use the terms defined in Regulation (EU) 
2016/679, those terms shall have the same meaning as in that 
Regulation. 

(b) These Clauses shall be read and interpreted in the light of the 
provisions of Regulation (EU) 2016/679. 

(c) These Clauses shall not be interpreted in a way that runs counter to 
the rights and obligations provided for in Regulation (EU) 2016/679  or 
in a way that prejudices the fundamental rights or freedoms of the 
data subjects. 

Clause	4	

Hierarchy	

In the event of a contradiction between these Clauses and the provisions 
of related agreements between the Parties existing at the time when 
these Clauses are agreed or entered into thereafter, these Clauses shall 
prevail. 

SECTION	II	

OBLIGATIONS	OF	THE	PARTIES	

Clause	6	

Description	of	processing(s)	

The details of the processing operations, in particular the categories of 
personal data and the purposes of processing for which the personal data 
is processed on behalf of the controller, are specified in Annex 4a. 

Clause7	

Obligations	of	the	Parties	

7.1.			Instructions	

(a) The processor shall process personal data only on documented 
instructions from the controller, unless required to do so by Union or 
Member State law to which the processor is subject. In this case, the 
processor shall inform the controller of that legal requirement before 
processing, unless the law prohibits this on important grounds of 
public interest. Subsequent instructions may also be given by the 
controller throughout the duration of the processing of personal data. 
These instructions shall always be documented. 

(b) The processor shall immediately inform the controller if, in the 
processor’s opinion, instructions given by the controller infringe 
Regulation (EU) 2016/679 or the applicable Union or Member State 
data protection provisions. 

7.2.			Purpose	limitation	

The processor shall process the personal data only for the specific 
purpose(s) of the processing, as set out in Annex 4a, unless it receives 
further instructions from the controller. 

7.3.			Duration	of	the	processing	of	personal	data	

Processing by the processor shall only take place for the duration 
specified in Annex 4a. 

7.4.			Security	of	processing	

(a) The processor shall at least implement the technical and 
organisational measures specified in Annex 4b to ensure the security 
of the personal data. This includes protecting the data against a 
breach of security leading to accidental or unlawful destruction, loss, 
alteration, unauthorised disclosure or access to the data (personal 
data breach). In assessing the appropriate level of security, the Parties 
shall take due account of the state of the art, the costs of 
implementation, the nature, scope, context and purposes of 
processing and the risks involved for the data subjects. 

(b) The processor shall grant access to the personal data undergoing 
processing to members of its personnel only to the extent strictly 
necessary for implementing, managing and monitoring of the 
contract. The processor shall ensure that persons authorised to 
process the personal data received have committed themselves to 
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confidentiality or are under an appropriate statutory obligation of 
confidentiality. 

7.5.			Sensitive	data	

If the processing involves personal data revealing racial or ethnic origin, 
political opinions, religious or philosophical beliefs, or trade union 
membership, genetic data or biometric data for the purpose of uniquely 
identifying a natural person, data concerning health or a person’s sex life 
or sexual orientation, or data relating to criminal convictions and 
offences (“sensitive data”), the processor shall apply specific restrictions 
and/or additional safeguards. 

7.6.			Documentation	and	compliance	

(a) The Parties shall be able to demonstrate compliance with these 
Clauses. 

(b) The processor shall deal promptly and adequately with inquiries from 
the controller about the processing of data in accordance with these 
Clauses. 

(c) The processor shall make available to the controller all information 
necessary to demonstrate compliance with the obligations that are set 
out in these Clauses and stem directly from Regulation (EU) 2016/679. 
The available documentation must first be checked by the controller
’s auditor before any audit can take place. If and only if such 
documentation is not deemed satisfying by the auditor can an audit 
take place. The audit will be carried out by an independent auditor, at 
most once (1) per year. It shall not disrupt the processor’s business and 
shall not last for more than two (2) consecutive days. The controller 
shall notify the processor at least fifteen (15) days prior to the audit. 
The controller shall bear the full cost of the audit as well as the time 
spent by the processor’s staff and machine time for the purpose of the 
audit.  

(d) The Parties shall make the information referred to in this Clause, 
including the results of any audits, available to the competent 
supervisory authority/ies on request. 

7.7.			Use	of	sub-processors	

(a) The processor has the controller’s general authorisation for the 
engagement of sub-processors from an agreed list. The processor shall 
specifically inform in writing the controller of any intended changes of 
that list through the addition or replacement of sub-processors at 
least fifteen (15) days in advance, thereby giving the controller 
sufficient time to be able to object to such changes prior to the 
engagement of the concerned sub-processor(s). The processor shall 
provide the controller with the information necessary to enable the 
controller to exercise the right to object. 

(b) Where the processor engages a sub-processor for carrying out specific 
processing activities (on behalf of the controller), it shall do so by way 
of a contract which imposes on the sub-processor, in substance, the 
same data protection obligations as the ones imposed on the data 
processor in accordance with these Clauses. The processor shall 
ensure that the sub-processor complies with the obligations to which 
the processor is subject pursuant to these Clauses and to Regulation 
(EU) 2016/679. 

(c) At the controller’s request, the processor shall provide a copy of such 
a sub-processor agreement and any subsequent amendments to the 
controller. To the extent necessary to protect business secret or other 

confidential information, including personal data, the processor may 
redact the text of the agreement prior to sharing the copy. 

(d) The processor shall remain fully responsible to the controller for the 
performance of the sub-processor’s obligations in accordance with its 
contract with the processor. The processor shall notify the controller 
of any failure by the sub-processor to fulfil its contractual obligations. 

(e)	The	processor	shall	agree	a	third	party	beneficiary	clause	with	the	
sub-processor	whereby	 -	 in	 the	 event	 the	 processor	 has	 factually	
disappeared,	 ceased	 to	 exist	 in	 law	 or	 has	 become	 insolvent	-	 the	
controller	 shall	 have	 the	 right	 to	 terminate	 the	 sub-processor	
contract	 and	 to	 instruct	 the	 sub-processor	 to	 erase	 or	 return	 the	
personal	data.	

7.8.			International	transfers	

(a) Any transfer of data to a third country or an international organisation 
by the processor shall be done only on the basis of documented 
instructions from the controller or in order to fulfil a specific 
requirement under Union or Member State law to which the processor 
is subject and shall take place in compliance with Chapter V of 
Regulation (EU) 2016/679. 

(b) The controller agrees that where the processor engages a sub-
processor in accordance with Clause 7.7. for carrying out specific 
processing activities (on behalf of the controller) and those processing 
activities involve a transfer of personal data within the meaning of 
Chapter V of Regulation (EU) 2016/679, the processor and the sub-
processor can ensure compliance with Chapter V of Regulation (EU) 
2016/679 by using standard contractual clauses adopted by the 
Commission in accordance with of Article 46(2) of Regulation (EU) 
2016/679, provided the conditions for the use of those standard 
contractual clauses are met. 

Clause	8	

Assistance	to	the	controller	

(a) The processor shall promptly notify the controller of any request it has 
received from the data subject. It shall not respond to the request 
itself, unless authorised to do so by the controller. 

(b) The processor shall assist the controller in fulfilling its obligations to 
respond to data subjects’ requests to exercise their rights, taking into 
account the nature of the processing. In fulfilling its obligations in 
accordance with (a) and (b), the processor shall comply with the 
controller’s instructions 

(c) In addition to the processor’s obligation to assist the controller 
pursuant to Clause 8(b), the processor shall furthermore assist the 
controller in ensuring compliance with the following obligations, 
taking into account the nature of the data processing and the 
information available to the processor: 

(1) the obligation to carry out an assessment of the impact of the 
envisaged processing operations on the protection of personal data 
(a ‘data protection impact assessment’) where a type of processing 
is likely to result in a high risk to the rights and freedoms of natural 
persons; 

(2) the obligation to consult the competent supervisory authority/ies 
prior to processing where a data protection impact assessment 
indicates that the processing would result in a high risk in the 
absence of measures taken by the controller to mitigate the risk; 
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(3) the obligation to ensure that personal data is accurate and up to 
date, by informing the controller without delay if the processor 
becomes aware that the personal data it is processing is inaccurate 
or has become outdated; 

(4) the obligations in Article 32 of Regulation (EU) 2016/679. 
 

(d) The Parties shall set out in Annex 4b the appropriate technical and 
organisational measures by which the processor is required to assist 
the controller in the application of this Clause as well as the scope and 
the extent of the assistance required. 

Clause	9	

Notification	of	personal	data	breach	

In the event of a personal data breach, the processor shall cooperate with 
and assist the controller for the controller to comply with its obligations 
under Articles 33 and 34 of Regulation (EU) 2016/679, where applicable, 
taking into account the nature of processing and the information 
available to the processor. 

9.1			Data	breach	concerning	data	processed	by	the	controller	

In the event of a personal data breach concerning data processed by the 
controller, the processor shall assist the controller: 

(a) in notifying the personal data breach to the competent supervisory 
authority/ies, without undue delay after the controller has become 
aware of it, where relevant/(unless the personal data breach is unlikely 
to result in a risk to the rights and freedoms of natural persons); 

(b) in obtaining the following information which, pursuant to Article 33(3) 
of Regulation (EU) 2016/679, shall be stated in the controller’s 
notification, and must at least include: 

(1) the nature of the personal data including where possible, the 
categories and approximate number of data subjects concerned 
and the categories and approximate number of personal data 
records concerned; 

(2) the likely consequences of the personal data breach; 

(3) the measures taken or proposed to be taken by the controller to 
address the personal data breach, including, where appropriate, 
measures to mitigate its possible adverse effects. 

 

Where, and insofar as, it is not possible to provide all this information at 
the same time, the initial notification shall contain the information then 
available and further information shall, as it becomes available, 
subsequently be provided without undue delay. 

(c) in complying, pursuant to Article 34 of Regulation (EU) 2016/679, with 
the obligation to communicate without undue delay the personal data 
breach to the data subject, when the personal data breach is likely to 
result in a high risk to the rights and freedoms of natural persons. 

9.2			Data	breach	concerning	data	processed	by	the	processor	

In the event of a personal data breach concerning data processed by the 
processor, the processor shall notify the controller without undue delay 
after the processor having become aware of the breach. Such notification 
shall contain, at least: 

(a) a description of the nature of the breach (including, where possible, 
the categories and approximate number of data subjects and data 
records concerned); 

(b) the details of a contact point where more information concerning the 
personal data breach can be obtained; 

(c) its likely consequences and the measures taken or proposed to be 
taken to address the breach, including to mitigate its possible adverse 
effects. 

Where, and insofar as, it is not possible to provide all this information at 
the same time, the initial notification shall contain the information then 
available and further information shall, as it becomes available, 
subsequently be provided without undue delay. 

The	Parties	shall	set	out	in	Annex	4b	all	other	elements	to	be	provided	
by	the	processor	when	assisting	the	controller	in	the	compliance	with	
the	controller’s	obligations	under	Articles	33	and	34	of	Regulation	(EU)	
2016/679.	

SECTION	III	

FINAL	PROVISIONS	

Clause	10	

Non-compliance	with	the	Clauses	and	termination	

(a) Without prejudice to any provisions of Regulation (EU) 2016/679, in the 
event that the processor is in breach of its obligations under these 
Clauses, the controller may instruct the processor to suspend the 
processing of personal data until the latter complies with these 
Clauses or the contract is terminated. The processor shall promptly 
inform the controller in case it is unable to comply with these Clauses, 
for whatever reason. 

(b) The controller shall be entitled to terminate the contract insofar as it 
concerns processing of personal data in accordance with these 
Clauses if: 

(1) the processing of personal data by the processor has been 
suspended by the controller pursuant to point (a) and if compliance 
with these Clauses is not restored within a reasonable time and in 
any event within one month following suspension; 

(2) the processor is in substantial or persistent breach of these Clauses 
or its obligations under Regulation (EU) 2016/679; 

(3) the processor fails to comply with a binding decision of a 
competent court or the competent supervisory authority/ies 
regarding its obligations pursuant to these Clauses or to Regulation 
(EU) 2016/679. 

 

(c) The processor shall be entitled to terminate the contract insofar as it 
concerns processing of personal data under these Clauses where, after 
having informed the controller that its instructions infringe applicable 
legal requirements in accordance with Clause 7.1 (b), the controller 
insists on compliance with the instructions. 

(d) Following termination of the contract, the processor shall, at the 
choice of the controller, delete all personal data processed on behalf 
of the controller and certify to the controller that it has done so, or, 
return all the personal data to the controller and delete existing copies 
unless Union or Member State law requires storage of the personal 
data. Until the data is deleted or returned, the processor shall 
continue to ensure compliance with these Clauses. 

 

ANNEX	4a	
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Description	of	the	processing	

	

- Categories	of	data	subjects		
Categories of data subjects whose personal data processed are managed 
entirely by the customer but generally include relationships, employees 
of the registered relations and employees of the person in charge 

- Categories of personal data processed are managed entirely 
by the customer 

Name (call, first name, surname and insertions), gender, e-mail, website, 
telephone numbers (mobile, landline, skype and fax), address details 
(street, house number, postcode, city and country) and employer 

- Nature of the processing 

Hosting, Storage and associated services, organization, structuring, 
consultation, use, disclosure to sub-processors.,  

- Purpose(s) for which the personal data is processed on behalf 
of the controller 

1. Offering Application Software for the purpose of registering 
relationship data of the responsible party. The offering of 
Application Software also includes the inextricably linked 
processing operations such as hosting, backing up, managing, 
supporting and developing the Application Software. 

2. User administration for access to the Application Software by 
employees of the responsible party 

3. Provide, update, maintain and protect Services. 
4. Communicate by responding to controller’s requests, 

comments, and questions.  
5. Send emails and other communications.  
6. Investigate and help prevent security issues and abuse.  

- Duration of the processing 

For the duration of the agreement. Personal data will be destroyed 
maximum 180 days after termination.  

Ø Apsis	One		
- Categories of data subjects whose personal data is processed 

are managed entirely by the customer: 

Employees, prospects, suppliers, candidates 

- Categories of personal data processed are managed entirely 
by the customer. They can include the following:  

Data Input 

Controllers will populate profiles with data into both default and 
additional data fields using self-service mechanisms such as File Import 
Wizard, Migration Wizard, or the APSIS One API. 

Additionally, APSIS One also provides mechanisms to capture 
information directly from website visitors into both default and 
additional fields, using customer configured Sign-up bars, Cookie 
Banner, Forms and other APSIS One activities. 

Default Data Fields: Attributes 

The following data fields are created by default, referred to as Default 
Attributes: 

Name – Email -  Mobile – Birth date – CRM-ID – Cookie ID  

Default Data Fields: Events 

APSIS One only collects default event data (events or event data) 
automatically in relation to the APSIS One activities created and 
activated by the controller,  

Additional Data Fields 

Additionally,	the	controller	may	import	and/or	collect	additional	data	
to	 populate	 custom	 attributes	 and	 events.	 These	 are	 specific	 to	 the	
controller,	and	considered	as	"additional	data".	Processor	has	limited	
insights	into	the	controller’s	additional	data.	

- Nature	of	the	processing	

Hosting,	 Storage	 and	 associated	 services,	 organization,	 structuring,	
consultation,	use,	disclosure	to	sub-processors.,		

- Purpose(s)	 for	 which	 the	 personal	 data	 is	 processed	 on	
behalf	of	the	controller	

1. Enabling	 Customer	 to	 (self-serviced)	 marketing	 automation	
platform	via	the	Subscription	Service.	 	

2. Provide,	update,	maintain	and	protect	Services.	
3. Communicate	 by	 responding	 to	 controller’s	 requests,	 comments,	

and	questions.		
4. Send	emails	and	other	communications.		
5. Investigate	and	help	prevent	security	issues	and	abuse.		

- Duration	of	the	processing	

For	the	duration	of	the	agreement.	Personal	data	will	be	destroyed	180	
days	after	termination.		

Ø Apsis	Pro		
- Categories of data subjects whose personal data is processed 

are managed entirely by the customer: 

Employees, prospects, suppliers, candidates 

- Categories of personal data processed are managed entirely 
by the customer. They can include the following:  

Default Data Fields  

The following categories of data fields are default.  

- Email - Name - Telephone number - Unique identifiers (ProfileId and 
CookieId) - IP address - Behavioral data - Geo-location (only APSIS Profile 
Cloud)  

Customizable Data Fields  

In addition to data in the above default data fields, controller may upload 
and/or collect additional data in customizable data fields that are 
specific to controller (by manual and/or automated setup) via the 
Subscription Service (“Additional Data”). By default, Processor has 
limited insight into controller’s Additional Data. 

- Nature of the processing: 

Hosting, Storage and associated services, organization, structuring, 
consultation, use, disclosure to sub-processors.,  

- Purpose(s) for which the personal data is processed on behalf 
of the controller 

1. Enabling Customer to (self-serviced) marketing automation platform 
via the Subscription Service.  

2. Provide, update, maintain and protect Services. 
3. Communicate by responding to controller’s requests, comments, 

and questions.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                               
4. Send emails and other communications.  
5. Investigate and help prevent security issues and abuse.  

- Duration of the processing: 

For the duration of the agreement. Personal data will be destroyed 180 
days after termination.  
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ANNEX	4b	

Technical	and	organisational	measures	including	technical	and	
organisational	measures	to	ensure	the	security	of	the	data	

	

Tribe	

https://www.efficy.com/sites/default/files/2024-12/security-
measures-tribe-crm.pdf 

WebCRM	

https://www.efficy.com/sites/default/files/2024-12/security-
measures-webcrm.pdf 
 
Apsis	One		

Apsis	-	Consensus	Assessments	Initiative	Questionnaire	v1.0	(3.1)	
(MASTER	COPY)_  

Apsis Pro  

Apsis	-	Consensus	Assessments	Initiative	Questionnaire	v1.0	(3.1)	
(MASTER	COPY)_	

 

ANNEX	4c	

List	of	sub-processors	

https://files.efficy.com/file/list?p=rHN7W2EvwNFpbjqT72		

	

ANNEX 5: SPECIFIC ADDITIONAL CONDITIONS  
 

This appendix supplements the General Terms and Conditions with 
specific provisions depending on the location of the Customer.  

35 WHEN THE CUSTOMER’S REGISTERED OFFICE IS LOCATED IN ASIA 
35.1 Benchmark index 

The tariffs are indexed on the basis of the HK PPI (Hong Kong SAR (China) 
- Producer Price Index) according to the formula: Revised price = P0 X I1 / 
I0  

• P0 = original contract price or last revised price  
• I1 = last published index at the revision date  
• I0 = reference index used at the original contractual date or 

at the last revision" 
  

36 IN ALL OTHER CASES 
36.1 Benchmark index 

(Article 4 of the GTC) 

The tariffs are indexed on the basis of the HICP index (European Index) 
according to the formula: Revised price =  P0 X I1 / I0 

• P0 = original contract price or last revised price  
• I1 = last published index at the revision date  
• I0 = reference index used at the original contractual date or 

at the last revision" 
 

 

 

https://www.efficy.com/sites/default/files/2024-12/security-measures-tribe-crm.pdf
https://www.efficy.com/sites/default/files/2024-12/security-measures-tribe-crm.pdf
https://www.efficy.com/sites/default/files/2024-12/security-measures-webcrm.pdf
https://www.efficy.com/sites/default/files/2024-12/security-measures-webcrm.pdf
https://soc-files.apsis.com/CAIQ/Apsis-Consensus_Assessments_Initiative_Questionnaire-Apsis_One-V1_0_11.pdf
https://soc-files.apsis.com/CAIQ/Apsis-Consensus_Assessments_Initiative_Questionnaire-Apsis_One-V1_0_11.pdf
https://soc-files.apsis.com/CAIQ/Apsis-Consensus_Assessments_Initiative_Questionnaire-Apsis_Pro-V1_0_12.pdf
https://soc-files.apsis.com/CAIQ/Apsis-Consensus_Assessments_Initiative_Questionnaire-Apsis_Pro-V1_0_12.pdf
https://files.efficy.com/file/list?p=rHN7W2EvwNFpbjqT72

